AMI Security Architecture: Fundamentals and Public Key Infrastructure for IoT Devices
This focused 90-minute session introduces students to the foundational principles of Advanced Metering Infrastructure (AMI) security architecture, emphasizing the role of Public Key Infrastructure (PKI) in securing IoT devices within smart grid ecosystems. Through a simplified overview, participants will explore how cryptographic trust models, device authentication, and secure data exchange underpin resilient AMI deployments. The course demystifies key components such as certificate authorities, key management, and secure provisioning, while highlighting real-world challenges in scaling PKI across heterogeneous IoT environments.
By the end of this session, students will be able to:
· Describe the core elements of AMI security architecture
· Explain the function and structure of PKI in IoT systems
· Identify common vulnerabilities and mitigation strategies in AMI deployments
· Evaluate the trade-offs between centralized and distributed trust model
 

